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(54) Content usage rule management system 



(57) A content user terminal A1 3 includes a utiliza- 
tion unit 135 that provides a content utilization, and an 
interface unit 137 that inquires the content utilization 
availability to the portable content usage rule manage- 
ment device A1 7 via a wireless communication and ob- 
tains a content utilization permission data which is a in- 
quiry result via a wireless communication. The above- 
mentioned utilization unit 1 35 provides the content utili- 
zation based on the obtained content utilization permis- 
sion data. The portable content usage rule management 
device A17 includes a copyright data storage manage- 



ment unit 1 73 that stores and manages the content us- 
age rule, an interface unit 177 that receives the inquiry 
result of the content utilization availability from the con- 
tent user terminal A13 via a wireless communication, 
and a copyright data processing unit 1 75 that responds 
to the received inquiry result, judges the content utiliza- 
tion availability based on the stored content usage rule 
and creates a content utilization permission data based 
on the judge result. The above-mentioned interface unit 
1 77 sends the created content utilization permission da- 
ta to the content user terminal A1 3 via a wireless com- 
munication. 
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Description 

BACKGROUND OF THE INVENTION 

(1) Field of the Invention 

[0001 ] The present invention relates to a copyright da- 
ta management system, and more particularly to a con- 
tent usage rule management system that conducts a 
management processing of a digital copyright and a us- 
age rule when using a content. 

(2) Description of the Related Art 

[0002] In the conventional copyright management 
system, an IC card, secured and inserted into a content 
userterminal, is used for managing a copyright data and 
conducting a content usage management processing. 
When a user wants to utilize a content, with another user 
terminal besides the terminal that is operating at the mo- 
ment, using a pre-holding content usage rule (data 
which indicates a scope of the rightforthe content usage 
right quantitatively, that how much content can we utilize 
under what kind of circumstances), that is, when a user 
wants to carry around his own content usage rule, the 
user should make a good preparation for the own con- 
tent usage rule to be written to an IC card anytime. And 
the portability for the content usage rule is secured by 
inserting the IC card, in which the content usage rule is 
always being written, to the other user terminal, and the 
content can be utilized. 

[0003] As an example of conducting a management 
with the IC card, there is a conditional receiving method 
for a digital broadcasting system such as a "pay broad- 
casting recoding reproduction method" (Japanese Pat- 
ent No. 2983504). Fig. 1 is a diagram that shows a con- 
ventional content usage management system configu- 
ration. The content usage management system in- 
cludes a wide area network 1 , a broadcast (communi- 
cation) satellite 2, a userterminal A3 such as an STB 
(Set Top Box), a user terminal B5, an IC card A7, an IC 
card B9, a server 11, a TV 130 and a TV 150. In the 
figure, the wide area network 1 shall include a broadcast 
communication network such as a satellite TV broad- 
casting (communication). Conventionally, the user ter- 
minal A3 is equipped with the IC card A7, the user ter- 
minal B5 is equipped with the IC card B9 as shown in 
the system configuration diagram of Fig. 1 . The userter- 
minal A3 and B5, which have a communication function, 
receive a content from the server 11 via the broadcast 
(communication) satellite 2 and store the received con- 
tent inside. On the other hand, the userterminal A3 and 
B5 each obtains a content usage rule via the wide area 
network 1 such as a dial line network and each userter- 
minal conducts a copyright management in each IC 
card. The TV 1 30 connected to the userterminal A3 and 
the TV 1 50 connected to the user terminal B5 are avail- 
able for its utilization by each IC card. 



[0004] However, with the above conventional method, 
the portable service forthe ICcard is not effectively used 
because of a lack of convenience for inserting/pulling of 
the IC card and a lack of the portability. As a result, the 
5 IC card is used under a condition of always-inserted into 
the content user terminal, thus the portable service is 
not realized with the above method. 
[0005] Also, when a contractor of the IC card and a 
content user are different, for example, a "family plan 
use" contract, it is possible to use a content whoever 
operates the userterminal despite of the contractor's in- 
tent with the IC card inserted. Thus, it is difficult for the 
contractor to give a permission to utilize a content only 
to a user who is permitted by the contractor. 
[0006] On the other hand, when one content userter- 
minal is used by a plurality of contractors, each contrac- 
tor needs to use the content userterminal by turns after 
inserting the IC card. As a result, when the content user 
terminal is used for a parallel processing for contents 
utilization, the processing should be operated by turns 
as is the same case with the above, accordingly, a prob- 
lem, which a number of contractors can not use the 
same content user terminal at the same time, will occur. 

SUMMARY OF THE INVENTION 

[0007] Accordingly, the object of the present invention 
is to provide a content usage rule management system 
which is a system to give a utilization permission by con- 
tractors while securing the portability of the content us- 
age rule without reducing its convenience, and to use a 
content userterminal by a plurality of contractors in par- 
allel. 

[0008] In order to solve the above problem, the con- 
tent usage rule management system according to the 
present invention comprises a user terminal that pro- 
vides a content utilization for users and a content usage 
rule management device that stores a content usage 
rule for permitting a content utilization with the userter- 
minal and manages the content utilization. And the 
above mentioned userterminal includes a utilization unit 
having a playback device and a user interface for pro- 
viding a desired content utilization to users and an in- 
quiry unit operable to inquire a content utilization avail- 
ability of the utilization unit to the content usage rule 
management device via a wireless communication and 
obtain a content utilization permission data, which is a 
result of the inquiry, from the content usage rule man- 
agement device via a wireless communication. And the 
above mentioned utilization unit provides the content 
utilization based on the obtained content utilization per- 
mission data, and above mentioned content usage rule 
management device, which is a portable device in- 
cludes a copyright data storage management unit that 
stores and manages the content usage rule an inquiry 
result receiving unit that receives an inquiry result of a 
content utilization availability from the user terminal via 
a wireless communication, a copyright data processing 
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unit operable to judge an availability for the content in 
the user terminal and creates a content utilization per- 
mission data based on a judge result and a permission 
unit operable to send the created content utilization per- 
mission data to the user terminal via a wireless commu- 
nication. 

[0009] As a result, according to the content usage rule 
management system of the present invention, it is un- 
necessary to mount a copyright management function 
to a user terminal. The content usage management de- 
vice can manage the content usage rule in the user ter- 
minal with securing the content usage rule portability by 
communicating with the user terminal via a wireless 
communication. 

[0010] Also, the above mentioned userterminal in the 
content usage rule management system according to 
the present invention includes a plurality of the utiliza- 
tion units that provides a content utilization to a plurality 
of users in parallel. And the above inquiry unit inquires 
the content utilization availability to a plurality of the con- 
tent usage rule management devices and obtains a plu- 
rality of the content utilization permission data, and the 
above each utilization unit provides the content utiliza- 
tion in parallel based on the plurality of the content uti- 
lization permission data received from the plurality of the 
content usage rule management devices. 
[001 1 ] As a result, according to the content usage rule 
management system of the present invention, one con- 
tent user terminal can be used by a plurality of contrac- 
tors in parallel. 

[0012] Also, the above content usage rule manage- 
ment system in the content usage rule management 
system according to the present invention further in- 
cludes a user interface unit that notifies to a contractor 
of the content usage rule management device that a 
content is available upon receipt of the content usage 
rule from the user terminal. 

[001 3] As a result, according to the content usage rule 
management system of the present invention, there is 
an advantage that it is possible to obtain a contractor's 
permission although a content user and a contractor of 
the content usage rule management device are different 
person. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[001 4] These and other objects, advantages and fea- 
tures of the invention will become apparent from the fol- 
lowing description thereof taken in conjunction with the 
accompanying drawings that illustrate a specific embod- 
iment of the invention. In the Drawings: 

Fig. 1 is a diagram that shows a conventional con- 
tent utilization management system configuration. 
Fig. 2 is a block diagram that shows a content usage 
rule management system configuration according 
to the first embodiment. 

Fig. 3A is a diagram that shows a data flow in the 



content usage rule management system when the 
system is configured as the portable content usage 
rule management device A as shown in Fig. 2. 
Fig. 3B is a diagram that shows a data flow in the 
5 content usage rule management system 1 00 when 

the data transmission function is configured in the 
portable content usage rule management device A 
with the server. 

Fig. 4 is a flow chart that shows a processing pro- 
10 cedure for obtaining and storing a content and a us- 
age rule in the content user terminal A as shown in 
Fig. 2. 

Fig. 5 is a flow chart that shows a processing pro- 
cedure for obtaining and storing a usage rule in the 
15 portable content usage rule management device A 
shown in Fig. 2. 

Fig. 6 is a sequence diagram of a communication 
among a content userterminal A, a portable content 
usage rule management device A and a server up- 

20 on receipt of a content view request. 

Fig. 7 is a flow chart that shows a processing pro- 
cedure of the content user terminal A upon receipt 
of a content utilization request. 
Fig. 8 is a flow chart that shows a processing pro- 

25 cedure of the portable content usage rule manage- 
ment device A upon receipt of the content utilize re- 
quest. 

Fig. 9 is a flow chart that shows processing proce- 
dure of the content userterminal A upon receipt of 

30 a content purchase. 

Fig. 10 is a block diagram that shows a detailed 
overall configuration of the content usage rule man- 
agement system as shown in Fig. 3B. 
Fig. 11 is a sequence diagram of a communication 

35 among a content user terminal A, portable content 
usage rule management device A and B, and a 
server upon receipt of content view request. 
Fig. 12 is a flow chart that shows an operation of 
the portable content usage rule management de- 

40 vice A when a parental control is conducted for the 
content utilization. 

Fig. 13A is a diagram that shows an example of a 
group register data 1 300 when a family is registered 
in a group. 

45 Fig. 13B is a diagram that shows an example of a 
parental control data which contains a family data 
registered in the group except parents. 
Fig. 1 3C is a diagram that shows an example of em- 
bodiment for use when the content utilization is un- 

50 der parental control. 

Fig. 14 is a diagram that shows a data flow in the 
content usage rule management system when the 
utilization unit in the content userterminal A1 has 
an IC card driver. 

55 Fig. 15 is a sequence diagram for a communication 
among a content userterminal A, a portable usage 
rule management device A and B. 
Fig. 1 6 a diagram that shows an example of a data 
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format for the usage rule. 

Fig. 17 is a diagram that shows an example of a 
data format of a content key descriptorfor the usage 
rule of Fig. 16. 

Fig. 18 is a diagram that shows an example of a 
data format of the preview key descriptor for the us- 
age rule of Fig. 16. 

Fig. 19 is a diagram that shows an example of a 
data format of a right data descriptor for the usage 
rule shown in Fig. 16. Fig. 

Fig. 20 is a sequence diagram for a communication 
among the content user terminal A, the portable 
content usage rule management device A, B and 
the server when requesting a backup/restore for the 
usage rule. 

Fig. 21 is a diagram that shows an example of a 
data format for communication data between the 
content user terminal and the portable content us- 
age rule management device. 
Fig. 22 is a block diagram that shows a configura- 
tion of a portable content usage rule management 
device A which has a time management unit. 

DESCRIPTION OF THE PREFERRED EMBODIMENT 

(S) 

(The First Embodiment) 

[0015] Fig. 2 is a block diagram that shows a config- 
uration of a content usage rule management system ac- 
cording to the first embodiment of the present invention. 
The content usage rule management system 100 is a 
system which the portable device such as a portable 
phone device holds a content usage rule, called a "li- 
cense ticket" that is able to give a content utilization to 
the user terminal, and includes a server 11, a content 
user terminal A1 3, a content user terminal B1 5, a port- 
able content usage rule management device A1 7 and a 
wide area network 1 . The server 11 conducts a central 
control of a content utilization right purchased by a user, 
and provides the content and the content usage rule to 
each content user terminal in response to a content uti- 
lization request and a purchase request from each con- 
tent userterminal. In other words, the server 11 provides 
the content requested from a content userterminal A13 
and a content user terminal B15 via the wide area net- 
work 1 to the content user terminal A1 3 and the content 
userterminal B15, and provides the content usage rule 
(the license ticket) for the requested utilization (or the 
purchased right) to the content userterminal A13 and 
the content userterminal B1 5 in response to the content 
utilization request and the purchase request from the 
content userterminal A13 and the content userterminal 
B1 5. The content usage rule management system is re- 
alized as a server 1 which corresponds to a BS/CS dig- 
ital broadcast station, realized as a server device con- 
trolled by an Internet broadcast station and a copyright 
data management organization, a content userterminal 



A1 3 and a content user terminal B1 5 which correspond 
to a receiver, for example an STB, realized as a terminal 
device that is installed in home personal computers and 
convenience stores, and realized as a portable content 

5 usage rule management device which corresponds to a 
portable phone, a PHS and a PDA. The content user 
terminal A1 3 and the content user terminal B1 5 are con- 
nected to the portable content usage rule management 
device A1 7 with a wireless interface such as a Bluetooth 

10 (TM). 

[0016] In addition, providing of a content usage rule 
is defined as for providing a condition which includes a 
utilization conditional data and a variety of necessary 
information for utilizing the content when a user (the 

15 most typical user is an original author and a content 
holder), who has a provide right, provides a content. 
[0017] The content userterminal A1 3 is a terminal de- 
vice for a userto utilize a content and has a transmission 
unit 131, a storage unit 133, a utilization unit 135 and 

20 an interface unit 1 37. The content userterminal B1 5 has 
the same configuration with the content user terminal 
A1 3. The transmission unit 1 31 transmits a purchase re- 
quest, a record notice, a content and a content usage 
rule to the server 11 via the wide area network 1 . The 

25 storage unit 1 33 is a hard disk or an IC card that supplies 
a memory area for storing a content received from the 
server 11 and a content utilization permission data re- 
ceived from the portable content usage rule manage- 
ment device A1 7. The utilization unit 1 35 is a user inter- 
so face that conducts an input and output operation with a 
TV, a printer, a speaker, a controller and a remote con- 
troller for utilizing a content. The utilization unit 1 35 de- 
codes an encryption of the content stored in the storage 
unit 133 using a content key in the content utilization 

35 permission data and provides a content utilization (in- 
cludes a reproduction, a printout and/or a moving) in an 
amount of times that the permission is given from the 
content utilization permission data. The interface unit 
137 includes a wireless interface that is for confirming 

40 the content utilization permission with the portable con- 
tent usage rule management device A1 7. 
[001 8] The content user terminal A1 3 and the content 
userterminal B15 are userterminals that can utilizecon- 
tents only after receiving a permission result, which is 

45 given based on the usage rule in the portable content 
usage rule management device A17, via the wireless 
communication with the portable content usage rule 
management device A1 7 (details are described later re- 
ferring to a sequence diagram of Fig. 1 0 and a data for- 

50 mat diagram of Fig. 19). 

[0019] In addition, the content user terminal A1 3 and 
the content userterminal B1 5 actually should have other 
functions such as an authentication function for con- 
ducting a device authentication and a personal authen- 

55 tication, a tamper tolerance function for operating each 
function safely, and a variety of configuration elements 
for realizing a power control function, however, those 
are not thrust of the present invention, thus the expla- 
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nation is omitted. The portable content usage rule man- 
agement device A1 7 is a portable device that manages 
the content utilization in the content user terminal based 
on the content usage rule stored inside the device, and 
includes a copyright data storage management unit 1 73, 
a copyright data processing unit 175, an interface unit 
177 and a user interface unit 179. The copyright data 
storage management unit 173 is a memory that supplies 
a memory part for storing and managing a content us- 
age rule, a content title data and a copyright related data 
which includes an author data, a publisher data and 
thereof. The copyright data processing unit 175 con- 
ducts a content utilization management processing for 
the content user terminal A1 3 and the content user ter- 
minal B1 5 based on the content usage rule stored in the 
copyright data storage management unit 1 73. More spe- 
cifically, this content utilization management is conduct- 
ed using the content utilization permission data which 
indicates the content utilization availability. When the 
content utilization permission data indicates that the 
content utilization is permitted, a content key and a 
number (or time), that how many times the content can 
be utilized, are described. On the other hand, when the 
content utilization is not permitted, only data indicating 
that "the content utilization is not permitted" is de- 
scribed. The interface unit 177 is a wireless communi- 
cation unit that receives the content usage rule and a 
utilization request from the content user terminal A13 
and the content user terminal B15, and sends the con- 
tent utilization permission data to the content user ter- 
minal A1 3 and the content user terminal B1 5. When the 
content user terminal A13 or the content user terminal 
B1 5 requests for a utilization request for the content us- 
age rule stored in the copyright data storage manage- 
ment unit 1 73, the user interface unit 1 79 issues a notice 
of a utilization request received from the content user 
terminal A13 or the content user terminal B15 to the 
stored usage rule contractors, and confirms the content 
utilization permission with the content userterminal A1 3 
and the content user terminal B1 5. 
[0020] In addition, the portable content usage rule 
management device A17 actually should have other 
functions such as an application service function, an au- 
thentication function for conducting a device authenti- 
cation and a personal authentication, a tamper toler- 
ance function for operating each function safely, and a 
variety of configuration elements for realizing a power 
control function, however, those are not thrust of the 
present invention, thus the explanation is omitted. 
[0021] Fig. 3A is a diagram that shows a data flow in 
the content usage rule management system when the 
portable content usage rule management device A17 
configured as shown in Fig. 2. Fig. 3B is a diagram that 
shows a data flow in the content usage rule manage- 
ment system 100 when the data transmission function 
is configured in the portable content usage rule man- 
agement device A1 7 with the server 1 1 . As shown in Fig. 
3A, the portable content usage rule management device 



A17 does not receive the usage rule directly from the 
server 1 1 but receives the usage rule from each content 
user terminal via the content user terminal A13 or the 
content userterminal B15. Following is detailed expla- 

5 nation of each operation in the content usage rule man- 
agement system 100 referring to Fig. 4, Fig. 5 and Fig. 
6 when the case that the portable content usage rule 
management device A1 7 is configured as Fig. 2 and Fig. 
3A, and a content user and a contractor are the same 

10 person. 

[0022] There are two ways for utilizing contents. One 
of them is to© utilize a content by consuming the pur- 
chased usage rule, purchasing a usage rule every time 
or purchasing some usage rules forfuture use previous- 

15 |y. And the other is to (2) utilize a content by consuming 
the usage rule which is not yet purchased. To be more 
precisely, the server 11 provides an encrypted usage 
rule, which can be consumed only in devices that con- 
figure the content usage management system 1 00, with 

20 contents beforehand in a content distribution using a 
broadcast (i.e. viewing a charged broadcast). And the 
amount for utilizing the contents is calculated and is 
charged automatically every time users or contractors 
use the contents. The calculation for the amount thatthe 

25 contents are used is conducted with the purchase 
record notice. The purchase record notice is a data that 
notifies to the server 11 that which content has been uti- 
lized indeed for how much within its contracted utiliza- 
tion. The server 11 calculates the content charge in ac- 

30 cordance with the purchase record notice received from 
the content userterminal or the portable content usage 
rule management device and conducts an accounting 
processing. In addition, this purchase record notice is 
not necessarily sent to the server 11 every time in its 

35 utilization. For example, the purchase record notice may 
well be stored in the content userterminal orthe portable 
content usage rule management device in certain 
amount of periods, and after that, it is periodically sent 
to the server 11. Following is an explanation for the 

40 above-mentioned two ways© , (2) of the content utili- 
zation. 

[0023] Fig. 4 is a flow chart that shows a processing 
procedure for obtaining and storing the content and the 
content usage rule in the content user terminal A13 

45 shown in Fig. 2. Fig. 5 is a flow chart that shows a 
processing procedure for obtaining and storing the us- 
age rule in the portable content usage rule management 
device A1 7 of Fig. 2. Fig. 6 is a sequence diagram of a 
communication among the content user terminal A13, 

50 the portable content usage rule management device 
A1 7 and the server 1 1 when the content view is request- 
ed. 

(1) The server 11 provides a requested content (© 
55 and an encrypted usage rule) based on a broadcast 
schedule or a user request to one or more content 
userterminal such as the content userterminal A13 
and the content user terminal B1 5 (S601 in fig. 6) 
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(2) The content user terminal A1 3 stores and man- 
ages a content (© and an encrypted usage rule) in 
the storage unit 133 upon receipt of the content from 
the transmission unit 131 (S401 , S402 in Fig. 4). 

(3) When users want to view contents stored in the 5 
content user terminal A13, log in from the content 
user terminal A13 and input a view request to the 
content user terminal A13 by selecting a content 
from a list of contents displayed in the TV 130 by 
the utilization unit 135 (S602 in Fig. 6). The content 10 
user terminal A13 sends contents utilization re- 
quests to the peripheral portable content usage rule 
management devices A and B by using a wireless 
communication of the interface unit 137 (S603, 
S604 in Fig. 6). The portable content usage rule 15 
management devices A and B that received a utili- 
zation request from the content user terminal A13 
checks whether the copyright data storage man- 
agement unit 173 or the storage unit 133 have a 
requested usage rule or not. When the copyright da- 20 
ta storage management unit 173 has it, it further 
checks whetherthe user, who sentthe utilization re- 
quest from the content user terminal A1 3, is permit- 
ted for utilizing its usage rule from the contractor of 
the portable content usage rule management de- 25 
vice A and B.© When the usage rule requested by 
the utilization request is not in the copyright data 
storage management unit 1 73, the portable content 
usage rule management devices A and B send the 
purchase request. (2) When the requested usage 30 
rule is in the storage unit 1 33 but it remains encrypt- 
ed, the portable content usage rule management 
devices A and B send a purchase record notice as 

a utilization permission data that indicates the us- 
age rule is unpurchased to the content userterminal 35 
A13 (S605, S606 in Fig. 6). Also, when the request- 
ed usage rule is in the storage unit 1 33 or the cop- 
yright data storage management unit 173 but not 
permitted for using its usage rule by the contractor, 
a notice for utilization "not permitted" as a utilization 40 
permission data is sent to the content user terminal 
A13. The content user terminal A13 that received 
an utilization permission data for an unpurchase 
from the portable content usage rule management 
devices A and B sends© a purchase request for 45 
the usage rule or a providing request or© a pur- 
chase record notice for the usage rule to the server 
11 (S607 in Fig. 6). The server 11 provides© the 
requested usage rule to the content user terminal 
A13 via the network 1 based on© the purchase 50 
request, a usage rule providing request or® a pur- 
chase record notice from the content user terminal 
A13 (S608 in Fig. 6). When the case of® , afterthe 
server 11 received a purchase record notice, the 
server 11 conducts an accounting processing 55 
based on the received purchase record notice. And 
when the case of® , the server 11 does not conduct 
a usage rule sending processing. 



(4) When the content user terminal A1 3© receives 
a content usage rule with the transmission unit 1 31 , 
the interface unit 137 transfers© the purchased 
or(2) an encrypted usage rule to a portable content 
usage rule management device A1 7 designated by 
a contractor who is a user conducted a purchase 
proceeding or a provide request of the usage rule 
(S401, S403 in Fig. 4 and S609 in Fig. 6). In addi- 
tion, this portable content usage rule management 
device A17 is mounted a copyright management 
function. 

(5) When the portable content usage rule manage- 
ment device A1 7 receives the purchased usage rule 
from the interface unit 177, it transfers the usage 
rule to the copyright data storage management unit 
173, and the copyright data storage management 
unit 1 73 stores the usage rule (S501 , S502 in Fig. 

5) . 

(6) At this time, when the copyright data storage 
management unit 1 73 has a setting for notifying the 
contractors that the usage rule has been received 
and stored in the portable content usage rule man- 
agement device A1 7, it is able to notify the contrac- 
tor of the usage rule (the content data and the usage 
rule data may well be included) which has been ob- 
tained by sending data indicating the usage rule is 
stored in the user interface unit 179 (S503, S504 in 
Fig. 5). 

(7) The portable content usage rule management 
device A1 7 checks whether the content user termi- 
nal A13 is in a status of requesting a utilization or 
not. And when it is in a requesting status, the cop- 
yright data processing unit 175 judges whetherthe 
user is authorized or not for utilizing the content, af- 
ter confirming that the usage rule stored in the cop- 
yright data storage management unit 173 remains 
valid and notifies whetherthe utilization is permitted 
or not, to the content user terminal A13 via the in- 
terface unit 1 77 (S505, S506 in Fig. 5, S61 0 in Fig. 

6) . When the content userterminal A13 is not in a 
status of requesting an utilization, the following 
processing will be taken. 

(8) When there is a request for the service to end, 
the portable content usage rule management de- 
vice A1 7 ends the service. However when there is 
no such request, it continues the processing of a 
receive wait (S507 in Fig. 5). 

(9) When there is a service end request, the content 
userterminal A13 ends the service however, when 
there is no such request, it continues the processing 
of a receive wait (S404 in Fig. 4). 

[0024] In accordance with the usage rule obtained as 
above, the processing for utilizing contents (playback or 
printout of the content) are to be explained with refer- 
ence to Fig. 6, Fig. 7 and Fig. 8. Among the processing 
below, the processing (1 ) and (2) are the same with the 
case of obtaining and storing a content and a usage rule. 
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Fig. 7 is a flow chart that shows a processing procedure 
for the content user terminal A1 3 when a content usage 
is requested. Fig. 8 is a flow chart that shows a process- 
ing procedure for the portable content usage rule man- 
agement device A1 7 when a content usage is request- 
ed. 

(1) The content user conducts a content view re- 
quest from the input operable TV 130 or from the 
remote controller to control the TV 130 and the con- 
tent user terminal A13 to the utilization unit 135 in 
the content user terminal, using the content user 
terminal A13 (S602 in Fig. 6). 

(2) When the content user terminal A1 3 receives the 
content view request, it issues a utilization request 
from the usage unit 135 to the storage unit 133 
(S701, S702 in Fig. 7). 

(3) The storage unit 133 in the content user terminal 
A1 3 checks whether a right which corresponding to 
the received user request (utilization permission da- 
ta) is already stored in the storage unit 133 or not, 
and when the data is already stored, it responds to 
the usage unit 135 for utilizing the data, and the con- 
tent view is thus possible. On the other hand, when 
it is not stored inside the storage unit 1 33, the stor- 
age unit 133 issues the utilizing request to the in- 
terface unit 137 (S703 in Fig. 7). 

(4) When the interface unit 137 in the content user 
terminal A13 obtains the utilizing request, it sends 
the utilization request for playing back the content 
to the portable content usage rule management de- 
vice (S704 in Fig. 7, S604 in Fig. 6). 

(5) When the interface unit 1 77 receives the utiliza- 
tion request for playing back the content, the port- 
able content usage rule management device A17 
transfers it to the copyright data processing unit 1 75 
(S801, S802 in Fig. 8). 

(6) When the copyright data processing unit 175 in 
the portable content usage rule management de- 
vice A1 7 accepts the utilization request, it confirms 
whether the usage rule is stored or not in the copy- 
right data storage management unit 173 based on 
the data which specifies the content, the user data 
(a user ID and a password, etc which are input at 
the time of login) and the content ID, etc. (S803 in 
Fig. 8). 

(7) When the usage rule request is stored in the cop- 
yright data storage management unit 1 73, it checks 
whether the stored usage rule is purchased or not, 
and when the usage rule is already purchased, the 
copyright data processing unit 175 in the portable 
content usage rule management device A1 7 sends 
the utilization permission data is sent to the inter- 
face unit 137 in the content user terminal A13 via 
the interface unit 177 (S804, S805 in Fig. 8). 

On the other hand, when the usage rule is not 
stored, the copyright data processing unit 175 
sends© the purchased request or(2) the purchase 



record notice to the interface unit 1 37 in the content 
user terminal A13 via the interface unit 177. And 
when the case of© , the copyright data processing 
unit 175 sends the purchase record notice, after 
5 that, sends a utilization permission data to the con- 

tent user terminal A13 (S806 in Fig. 8, S606 in Fig. 
6). 

(8) When the interface unit 137 in the content user 
terminal A1 3 receives the utilization permission da- 

10 ta, and the utilization is permitted, it responds to the 
utilization unit 135 with the stored corresponding 
content via the storage unit 133 (S705, S706, S707, 
S708 in Fig. 7). 

On the other hand, when the interface unit 137 
15 does not receive the utilization permission data in- 
cluding the utilization permission, the interface unit 
137 notifies the usage unit 135 via the storage unit 
1 33 that the view is not permitted, thus the content 
will not be play-backed for the object content (S705, 
20 S706, S708, S710 in Fig. 7). 

(9) When the content is encrypted, the usage unit 
135 in the content user terminal A13 decrypts the 
content with a content key included in the utilization 
permission data (S709 in Fig. 7, S611 in Fig. 6). 

25 (1 o) TheTV 1 30 connected to the utilization unit 1 35 
conducts a playback proceeding for the object con- 
tent and provides the view service to users. 

(11) When the service end is requested, the porta- 
ble content usage rule management device A17 

30 ends the service. However, when the service end is 
not requested, it continues the processing for a re- 
ceiving wait (S807 in Fig. 8). 

(1 2) When the service end is requested, the content 
user terminal A1 3 ends the service. However, when 

35 the service end is not requested, it continues the 
processing for a receive wait (S711 in Fig. 7). 

[0025] Following is a processing for purchasing an un- 
purchased content by a utilization request from the con- 

40 tent user terminal A1 3 accompanied by the view request 
from users with referring to Fig. 6, Fig. 8 and Fig. 9. Fig. 
9 is a flow chart that shows a processing procedure for 
the content user terminal A13when purchasing the con- 
tent. In addition, the unpurchsed content is a content 

45 that simply obtained the content, that is, not obtained 
the usage rule for utilization. The purchase processing 
is generally conducted later. 

(1 ) When the requested usage rule is not stored in- 
50 side the copyright data storage management unit 

1 73 in the portable content usage rule management 
device A1 7, the purchase request purchase is sent 
via the interface unit 1 77 as a purchase processing, 
and the copyright data processing unit 1 75 sends a 
55 purchase requestor a purchase record notice to the 
interface unit 137 in the content user terminal A13 
(S806 in Fig. 8, S606 in Fig. 6). 

(2) When the content user terminal A1 3 receives the 
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purchase request in the interface unit 137, the re- 
ceived purchase request is sent to the transmission 
unit 131 (S901, S902 in Fig. 9). 

(3) The transmission unit 131 in the content user 
terminal A13 sends the received purchase request 
to the server 11 via the network 1 (S903 in Fig. 9, 
S607 in Fig. 6). 

(4) When the server 11 receives the purchase re- 
quest, the requested usage rule is sent to the con- 
tent user terminal A13 (S608 in Fig. 6). 

(5) When the service end request is sent, the con- 
tent user terminal A13 ends the service, and when 
there is no such request, continues the processing 
for a receive wait (S904 in Fig. 9). 

[0026] In addition, in the above (1) ~ (5), the expla- 
nation is made to the content purchasing, which accom- 
panied by the utilization request, however, when a user 
sends the purchase request toward the server 11 with 
the content user terminal A1 3 for setting out to purchase 
the content usage rule from the first time, the content 
usage rule management system 100 conducts a 
processing of the steps S607 ~ S609 in Fig. 6. Also, 
when a user conducts a purchase request from the port- 
able content usage rule management device A17, the 
purchase request from the user is sent from the portable 
content usage rule management device A1 7 to the con- 
tent user terminal A13, after that, the purchase request 
is sent form the content user terminal to the server 11 
(S607 in Fig. 6). The processing, from now on is as the 
same with the case for the content user terminal for 
sending a purchase request (S608, S609 in Fig. 6). 
Next, when the usage rule, received with the content 
providing, is encoded for the unpurchased reason, fol- 
lowing is an explanation of a processing for purchasing 
a content with a utilization request from the content user 
terminal A1 3 accompanied by a view request from a us- 
er referring to Fig. 6, Fig. 8, and Fig. 9. 

(1 ) When the requested usage rule, which is already 
purchased, is not stored in the copyright data stor- 
age management unit 173 in the portable content 
usage rule management device A1 7, however the 
unpurchased usage rule, which remains encrypted, 
is stored, that is, when the encrypted usage rule is 
provided accompanied by the providing of the con- 
tent, the copyright data, processing unit 175 sends 
a purchase record notice as a utilization permission 
data that the usage rule is not purchased yet, to the 
interface unit 137 in the content user terminal A13 
via the interface unit 173 (S806 in Fig. 8, S606 in 
Fig. 6). 

(2) When the content user terminal A13 receives a 
purchase record notice in the interface unit 137, 
sends it to the transmission unit 131 (S901 , S902 
in Fig. 9). 

(3) The transmission unit 131 in the content user 
terminal A13 sends a requested purchase record 



notice to the server 11 via the network 1 (S903 in 
Fig. 9, S607 in Fig. 6). 

(4) When the service end is requested, the content 
user terminal A1 3 ends the service, however when 
5 there is no such request, the content user terminal 

A1 3 continues a processing of a receive wait (S904 
in Fig. 9). 

(The Second Embodiment) 

[0027] Fig. 10 is a block diagram that shows a more 
detailed over all structure of the content usage rule man- 
agement system 1000 shown in Fig. 3B. The content 
usage rule management system 1000 does not have a 
data transmission function for a content user terminal to 
transmit the data to a server, but alternatively, it has a 
portable content usage rule management device that 
establishes a bidirectional communication with the serv- 
er and has a content userterminal A1 01 3, a content user 
terminal B1 01 5, a portable content usage rule manage- 
ment device A1 01 7, a server 11 and a wide area network 
1 . In the figure, since the same configuration elements 
with the content usage rule management system 100 
according to the first embodiment are put the same ref- 
erence number, thus, the explanation for those each el- 
ements are omitted. In addition, the content usertermi- 
nal B1015 has the same configuration with the content 
userterminal A1013. 

[0028] The content user terminal A1 01 3 is a terminal 
device that does not establish a bidirectional communi- 
cation with the server but obtains a usage rule via only 
the portable content usage rule management device, 
and includes a storage unit 133, a utilization unit 135, a 
transmission unit 1131 and an interface unit 1137. The 
transmission unit 1131 is generally be included as a 
function unit when the content user terminal A1013 is 
an STB, and does not have a sending function but has 
a receiving function for receiving a content from an air- 
wave. The interface unit 1 137 transmits a utilization re- 
quest, a purchase request, a utilization permission data 
and a usage rule, etc to the interface unit 1177 in the 
portable content usage rule management device 
A1017. 

[0029] The portable content usage rule management 
device A1017, that is equipped with a copyright man- 
agement function, is a portable device to establish a bi- 
directional communication with the server 1 1 and has a 
copyright data storage management unit 1173, a user 
interface unit 1 79, a transmission unit 1171, a copyright 
data processing unit 1175 and an interface unit 1177. 
The transmission unit 1 1 71 , is generally included when 
the potable content usage rule management device 
A1017 is a portable phone device, communicates with 
the server 11 via the wide area network 1 for receiving 
a usage rule that is provided by the server 11 from the 
portable phone line network. The copyright data storage 
management unit 1173 stores and manages the usage 
rule received by the transmission unit 1171. When the 
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usage rule for the utilization request received by the in- 
terface unit 1 1 77 is not stored in the copyright data stor- 
age management unit 1 1 73, the copyright data process- 
ing unit 1 1 75 sends a purchase request or a notice of a 
purchase record to the transmission unit 1171 via the 
copyright data storage unit 1 1 73. The interface unit 1 1 77 
receives a utilization request from the interface unit 1137 
in the content user terminal A1013 and sends a utiliza- 
tion permission data of the requested content for the re- 
ceived utilization request to the interface unit 1137. 
[0030] Following is a detailed explanation for the op- 
eration of the content usage rule management system 
1 000 as composed above, referring to Fig. 6, Fig. 7, Fig. 
11 and Fig. 12. Fig. 11 is a sequence diagram for the 
communication among the content userterminal A1 013, 
the portable content usage rule management device A, 
B and the server 11 when the content view request is 
made. In the Figure, a content is already stored in the 
storage unit 133 and the utilization permission data, for 
the content to be viewed when the view request is made, 
shall not be stored in the storage unit 1 33 in the content 
userterminal A1013. 

(1 ) When the usage rule, requested with the utiliza- 
tion request, is not stored in the storage unit 133, 
the content user terminal A1013 sends a content 
utilization request to the portable content usage rule 
management device A and B using a wireless com- 
munication function of the interface unit 1137 
(S1101, S1102 in Fig. 11). 

(2) The portable content usage rule management 
device A and B, received the utilization request from 
the content user terminal A1013, checks whether 
the usage rule for the utilization request is stored in 
the copyright data storage management unit 1173 
or not. When the usage rule is stored, a user, who 
logged in from the content user terminal A1013, 
checks whether the utilization for the usage rule is 
permitted or not by each contractor of the portable 
content usage rule management device A and B 
based on a contracting related data, that is pre-cre- 
ated by the contractor of the portable content usage 
rule management device A and B such as a set data 
in which the usage rule is shared within a family or 
not. When the utilization for the usage rule is not 
permitted, a notice for "not-permitted" is sent as a 
utilization permission data to the content user ter- 
minal A1013 (S1104 in Fig. 11). Also, when the con- 
tent utilization request based on the usage rule is 
permitted by the contractor of the portable content 
usage rule management device A, the utilization 
permission data including a key for decoding an en- 
crypted of the content is sent to the content user 
terminal A1013. 

(3) When the usage rule is not stored in the copy- 
right data storage management unit 1 1 73, the port- 
able usage rule management devices A and B 
check a utilization permission of the contractor 



based on the contractor related data. When the con- 
tractor is permitted for its utilization, the copyright 
data processing unit 1175 sends® a purchase re- 
quest or© a purchase record notice to the server 

5 1 1 via the copyright data storage management unit 

1173 and the transmission unit 1171 (S1105 in Fig. 
11). When only the case of© , the server 11 pro- 
vides the requested usage rule based on the pur- 
chase request or the purchase record notice of the 

10 portable content usage rule management device A 
via the broad network 1 (S1106 in Fig. 11). When 
the case of ® , the portable content usage rule 
management device A1017 does not proceed the 
S1 1 06 but conducts the S1 1 07. 

15 (4) CD When the portable content usage rule man- 
agement device A1 01 7 receives the usage rule with 
the transmission unit 1 1 71 , stores the usage rule to 
the copyright data storage management unit 1173. 
In this bout, when the notice, for which to notify that 

20 the usage rule is received/stored in the portable 
content usage rule management device A1017 to 
the contractor, is setup, the copyright data storage 
management unit 11 73 is able to notify to the con- 
tractor for the usage rule (the content data and the 

25 usage rule data may well be included) for its obtain- 
ment. © ® The copyright data processing unit 
1175 obtains a utilization permission data for the uti- 
lization permission including a key and sends it to 
the content user terminal A1013 via the interface 

30 unit 1177 (S1 107 in Fig. 11). 

(5) The utilization unit 135 in the content userter- 
minal A1 01 3 obtains the utilization permission data 
from the portable content usage rule management 
device A via the interface unit 1 1 37 and the storage 

35 unit 133, and decodes the encrypted content. As a 
result, the user is able to viewthe requested content 
(S1108 in Fig. 11). 

[0031 ] Following is an explanation for the content uti- 
40 Nzation such as a playback in the content usage rule 
management system 1000 when the content user and 
the contractor is different person, that is, for example, 
when a parental control is conducted, referring to Fig. 
6, Fig. 7, Fig. 11 and Fig. 12. Fig. 12 is a flow chart that 
45 shows an operation of the portable content usage rule 
management device A when conducting a parental con- 
trol at the time of the content utilization. 

(1) A content user (i.e. children) inputs a content 
50 view request from the TV 130, which is possible to 
input to the utilization unit 135 in the content user 
terminal A1 01 3 or from a remote controller which is 
to control the content user terminal A1013 the TV 
130 (S602 in Fig. 6, S1101 in Fig. 11). 
55 (2) When the content user terminal A1 013 receives 
a content view request, sends a utilization request 
from the user terminal 1 35 and the storage unit 1 33 
(S701, S702 in Fig. 7, S1103 in fig. 11). 



9 



17 



EP 1 307 050 A2 



18 



(3) When the storage unit 133 in the content user 
terminal A1013 has already stored the accepted 
right which corresponds to the accepted utilization 
request, replies the utilization data as it is to the user 
terminal 135, accordingly the user is able to view 5 
the content. On the other hand, when the right is not 
stored in the storage unit 1 33, the storage unit 1 33 
issues a utilization request to the interface unit 1 1 37 
(S703 in Fig. 7). 

(4) When the interface unit 1 1 37 in the content user 10 
terminal A1013 accepts a utilization request, sends 

a content playback utilization request to the porta- 
ble content usage rule management device A1 01 7 
which is a portable device that a contractor, who 
holds the obtained usage rule (i.e. a parent), takes 15 
along (S704 in Fig. 7, S607 in Fig. 6). 

(5) When the portable content usage rule manage- 
ment device A1 01 7 receives a content playback uti- 
lization request in the interface unit 1177, sends a 
utilization request to the copyright data processing 20 
unit 1175 (S1201, S1202 in Fig. 12). 

(6) When the copyright data processing unit 1175 
in the portable content usage rule management de- 
vice A1017 accepts a usage rule, checks a usage 
rule storage to the copyright data storage manage- 25 
ment unit 1173 based on a user data or a data that 
specify a content such as a content ID (S1203 in 
Fig. 12). 

(7) When a content, which is a utilization object, is 

a parental control object content that has a view lim- 30 
itation by the pre-created contractor related data, 
the copyright data processing unit 1 1 75 in the port- 
able content usage rule management device A1 01 7 
restricts the content utilization based on the content 
user level (age) which the contractor preset. More 35 
specifically, the copyright data processing unit 1 1 75 
conducts a confirmation (parental control) of the uti- 
lization permission to the contractor (S1 204, S1 205 
in Fig. 12). When the contractor sends a permission 
for a utilization via the user interface unit 179 40 
(S1206 in Fig. 12), and the requested purchased 
usage rule is stored in the copyright data storage 
management unit 1173 (S1207 in Fig. 12), the utili- 
zation permission is sent to the content user termi- 
nal A1 01 3 via the interface unit 1 1 77 (S1 208 in Fig. 45 
12). 

On the other hand, when the contractor does 
not permit (S1206 in Fig. 12), a "utilization not per- 
mitted" notice is sent to the content user terminal 
A1 01 3 via the copyright data storage management 50 
unit 1173, copyright data processing unit 1175 and 
the interface unit 1177 (S1209 in Fig. 12). 

Also, when there is a case that although the uti- 
lization permission is given by the contractor 
(S1206 in Fig. 12), but© the purchased usage rule 55 
has not stored yet or a case that when ©the usage 
rule is stored but it is encrypted, the copyright data 
processing unit 1173 sends© a purchase request 



or © a purchase record notice to the server 11 
(S1105 in Fig. 11, S1210 in Fig. 12). The server 11 
sends the requested usage rule to the portable con- 
tent usage rule management device A1 01 7 (S1 1 06 
in fig. 11). 

(8) The transmission unit 1171 in the portable con- 
tent usage rule management device A1017 stores 
© the received usage rule to the copyright data 
storage management unit 1173 and sends the utili- 
zation permission data including a content key to 
the content user terminal A1 01 3© ® via the inter- 
face unit 1177 (S1107 in Fig. 11). The interface unit 
1137 in the content user terminal A1013 receives 
the utilization permission data from the portable 
content usage rule management device A1017. 
When the utilization is permitted, the interface unit 
1 1 37 sends it to the utilization unit 1 35 with the cor- 
responding stored content (S705, S706, S707, 
S708 in Fig. 7). 

On the other hand, when the interface unit 1 1 37 
does not receive the utilization permission data in- 
cluding the utilization permission, or receives a uti- 
lization permission data which is a notice of a "not 
permitted" data, the interface unit 1 1 37 replies to the 
utilization unit 135 via the storage unit 133 that the 
view is not permitted, accordingly the object content 
is not play-backed (S705, S706, S708, S710 in Fig. 
7, S1104 in Fig. 11). In this case, the processing is 
restarted from the S1211 in Fig. 12). 

(9) When a content is encrypted, the utilization unit 
1 35 in the content userterminal A1 013 decrypts the 
content using a content key included in the utiliza- 
tion permission data (S709 in Fig. 7). 

(10) The content user terminal A1013 conducts a 
object content playback processing by the TV130 
connected to the utilization unit 135 and provides 
the content view service to users (S1108 in Fig. 11). 

(11) When there is a request for service end, the 
portable content usage rule management device 
A1 01 7 ends the service however, when there is no 
such request, it continues the processing of a re- 
ceive wait (S1 211 in Fig. 12). 

(12) When there is a request for service end, the 
content user terminal A1 01 3 ends the service how- 
ever, when there is no such request, continues the 
processing of a receive wait (S711 in Fig. 7). 

[0032] Fig. 1 3 is a diagram that shows an example of 
a parental control in the "group shared (family-only)" 
mode in the content usage rule management system 
1000 of Fig. 10. Fig. 13A is a diagram that shows an 
example of a group register data 1300 when a family 
member is registered in a group. Fig. 13B is a diagram 
that shows an example of a parental control data 1300 
for a family except parents. Fig. 13C is a diagram that 
shows an example of embodiment for use when the con- 
tent utilization is being parental controlled. 
[0033] When the content usage rule management 
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system 1000 is in a "group shared (family-only)" mode 
and in a status that a content user and a contractor of a 
content user right are different, however, the both are 
ableto utilizethe object content when both are belonged 
to a same group. Accordingly, when a desired usage 
rule is not stored in the portable content usage rule man- 
agement device A1 01 7, a contractor for which is a con- 
tent user (i.e. children) and when a user has an access 
right to a usage rule controlled by a contractor portable 
content usage rule management device B, a user (child) 
can utilize a usage rule of the other contractor's (par- 
ents) portable content usage rule management device 
B. As a result, it is possible to share a content usage 
rule with a family when using a home network. Accord- 
ingly, when a family member registered in one group, 
children can utilize a content using parent's usage rule. 
[0034] Fig. 1 3A includes a user name 1 301 , a user ID 
1302, an age 1303 and a level 1304. In the item of the 
user name 1301 , a user name description, that belongs 
to a same group, for example a name of the "HamiTaro", 
is written. In the item of the user ID 1302, the content 
usage rule management system 1000, the description 
of a user ID "HAM01", which is a specified ID allocated 
to "Hami Taro",is written for each users. In the item of 
the age 1303, "36-year-old", which is an age of "Hami 
Taro", is described. And in the item of the level 1304, a 
pre-set level, for example, the level "0" is set corre- 
sponding to the age "36-year-old" in the content usage 
rule management system 1000. This level is automati- 
cally set according to user's age. When the level "0" 
which corresponds to adult users, above 20-year-old, 
the users are given any contents they want without any 
restriction. Further, in a group registration data 1300, 
there are two other users registered "Hami Goro" and 
"Hami Kichi" besides "Hami Taro". "Hami Goro" is in lev- 
el "2" with his age "17-year-old" specified in the user ID 
"HAM 02", and "Hami Kichi" is in level "3" with his age 
"1 2-year-old" specified in the user ID "HAM03". This lev- 
el is allocated to each contents used in the content us- 
age rule management system 1000. A level for each 
contents and a user level are compared. When the user 
level is higher than the level for each contents, the uti- 
lization for the content is not permitted, and when the 
user level is lower than the level for each content, the 
utilization for the content is permitted, for example. As 
a result, it is avoidable for juvenile to access to inade- 
quate content for juvenile, roughly. In addition, this level 
can not only be set in system side, but also be set in 
each family based on their children growth. Also, it is 
possible for each family to reset the level set by the sys- 
tem side based on their children growth. 
[0035] The parental control data 1310 shown in Fig. 
13B is pre-created by parents of each family and the 
data is showing a content utilizing restriction for each 
child for each content utilizing. The parental control data 
1310 describes items of a content ID 1311, a user ID 
1312 and a restriction 1313. In the item of the content 
ID 1311, a content ID to specify each contents (i.e. 



"MV012") is described. In the item of the user ID 1312, 
a children user ID to use contents, which are described 
in the content ID 1311, for example, "HAM 03" is de- 
scribed. In the item of the restriction 1 31 3, a user ID de- 
5 scribed in the user ID 1312, for example, "Hami Kichi" 
specified in the "HAM 03" and a content ID described in 
the content ID 1311 . For example, a utilization restriction 
content (i.e. "need confirmation") is applied when a con- 
tent, specified in "MV012", is utilized. A content for this 
usage restriction is indicated in any one of "OK", "NG" 
and "need confirmation". The "OK" means "no restric- 
tion", so it is possible for children to utilize any contents 
based on their utilization request. The "NG" means "uti- 
lization not permitted", so the children can not access 
to the content. When the "need confirmation" is indicat- 
ed, a confirmation for utilization permission (a parental 
control) is conducted to the contractor (parents) via the 
user interface unit 179. When a specific ID for specific 
field is allocated to contents, that is, for example, when 
a content ID for an action movie including a violence 
scene is set starting with an alphabet "R", it may well be 
described the whole content ID 1311 in that field with a 
wild card "*" such as "R****". 

[0036] The situation such as Fig. 13C is seen in daily 
lives, that is, while parents are in downstairs, a child is 
using content in upstairs. In this case, it is difficult to 
know what kind of content the child is using. To this sit- 
uation, the parental control data 1310 of Fig. 13B will 
work very well. When the child upstairs is about to use 
a content using a usage rule stored in the parent's port- 
able content usage rule management device A1017, 
parents can set the portable content usage rule man- 
agement device A1017to ring a buzzer and to display 
a confirmation screen to confirm the child's utilization 
permission. As a result, parents can judge the utilization 
permission to an inadequate content use request how- 
ever having their child in a different place where they 
can't keep an eye on. 

(The Third Embodiment) 

[0037] Following is an explanation for the utilization 
unit 135 in the content user terminal A13 of Fig. 2 ac- 
cording to the first embodiment, when the utilization unit 
135 has a driverfunction for an ICcard, a storage media 
1 39 as a user interface. Fig. 1 4 is a diagram that shows 
a data flow in the content usage rule management sys- 
tem 1 00 when the utilization unit 1 35 in the content user 
terminal A13 of Fig. 2 has an IC card driver. As shown 
in Fig. 1 4, by having a reading out and a writing function 
to a content and a content usage rule of the storage me- 
dia 139 in the utilization unit 135 of the content user ter- 
minal A13, the following processing can be taken; 

© while a contractor who has a portable usage rule 
management device A1 7 

© views the TV 1 30 connected to the content user 
terminal A13, 
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© another contractor who has a portable content 
usage rule management device B19 
@ can move the content and the content usage rule 
to the storage media 139 connected to the same 
user terminal A13. 

[0038] As a result, with this invention, it is able to carry 
on a utilization request processing from a plurality of 
contractors at the same time in the content user terminal 
A13. 

[0039] Following is an explanation of an example for 
an operation of the content usage rule management 
system 1 00 when a plurality of contractors use one con- 
tent user terminal A13 using the content usage rule 
management device A17 and the portable content us- 
age rule management device B1 9 as conjured as Fig. 2 
and 14. 

[0040] First of all, a processing for utilization in paral- 
lel is described referring to Fig. 2 and Fig. 15. Fig. 1 5 is 
a sequence diagram for a communication among a con- 
tent user terminal A13, a portable usage rule manage- 
ment device A1 7 and B1 9, and a server 1 1 , when a plu- 
rality of contractors use the content user terminal A13 
in parallel. In the Figure, the content 1 and the content 
2 shall previously be stored in the storage unit 133 of 
the content user terminal A13. 

(1) A content user (i.e. a big brother) sends a view 
request for desired content (i.e. content 1 for a mov- 
ie) from an operation unit in the TV 130 connected 
to the utilization unit 135 in the content user terminal 
A13 or from a remote controller to control the TV 
1 30 using the content user terminal A1 3 (S1 501 in 
Fig. 15). 

(2) The utilization request by the content user (the 
big brother) is confirmed for an availability of the us- 
age rule and a utilization for the content using the 
nearby portable content usage rule management 
device including the content user terminal A1 3 and 
the portable content usage rule management de- 
vice A17 with a wireless communication (S1503, 
S1504in Fig. 15), and specifies the portable content 
usage rule management device A17 which stored 
a usage rule, and thus a view availability is deter- 
mined (S1507, S1508 in Fig. 15). 

(3) When the content user (the big brother) is utiliz- 
ing a content, other content user (i.e. a younger 
brother) sends a content move request for another 
content (i.e. content 2 for a music) to the storage 
medium 1 39 which is able to output from the utiliza- 
tion unit 135 in the content user terminal A13 
(S1502 in Fig. 15). 

(4) The utilization request from the content user (the 
younger brother) is confirmed for its availability of 
the usage rule and a utilization forthe content using 
the nearby portable content usage rule manage- 
ment device including the content userterminal A1 3 
and the portable content usage rule management 



device B1 9 with a wireless communication (S1 505, 
S1 506 in Fig. 1 5) and specifies the portable content 
usage rule management device B19 which stored 
a usage rule, and thus a movement for the content 
5 2 is permitted or not is determined (S1510, S1511 

in Fig. 15). 

(5) At this time, the utilization request of each con- 
tent user (the brothers) is made at the same time, 
however, it is unnecessary for each content user to 
10 switch their IC card, which has a copyright manage- 
mentfunction inserted into the content userterminal 
A1 3, with each user as the case of the conventional 
system configuration shown in Fig. 1 . It is possible 
to use a same userterminal in parallel (viewing for 
15 the content 1 on and after S1509 in Fig. 15, move 
for the content 2 on and after S1 51 2 in Fig. 1 5). 

[0041] Following is an explanation of examples for a 
judge processing for a usage rule search, a priority or- 
20 der, and an access right referring to Fig. 6, Fig. 16, Fig. 
17, Fig. 18 and Fig. 19. 

(1 ) The content userterminal A1 3 sends a utilization 
request for all portable content usage rule manage- 
rs ment devices as far as the devices are in a commu- 
nicable situation by the interface unit 137 (S603, 
S604 in Fig. 6). 

(2) The portable content usage rule management 
device, which received the utilization request from 

30 the content user terminal A13 in the interface unit 
177 of Fig. 2, compares the user and contractor in 
the copyright processing unit 175 when there are 
one or more portable content usage management 
devices, such as the case that there are two devic- 
es es, the portable content usage rule management 
device A17 and the portable content usage rule 
management device B1 9. More particularly, pre-set 
the access right to a usage rule in each purchased 
contents. For example, when it is in a "group-shared 
40 (family-only)" mode, although the content user and 
the contractor is different, it is accessible to the ob- 
ject content unless both are belonged to the same 
group. Accordingly, when a desired usage rule is 
not stored in the portable content usage manage- 
rs ment device A1 7, the contractor for which is a con- 
tent user, the other contractor's portable content us- 
age rule management device B19 can be used un- 
less there is an access right to the usage rule in the 
other contractor's portable content usage rule man- 
so agement device B1 9. As a result, it is able to share 
the content usage rule with a family member in the 
home network. 

[0042] The access way to the usage rule from a plu- 
55 rality of users is described in a part where a variety of 
rights within the usage rule related data is described. 
Fig. 16 is a diagram that shows an example of a data 
formatfor the usage rule. Fig. 1 7 is a diagram that shows 
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an example of a data format of a content key descriptor 
for the usage rule of Fig. 16. Fig. 18 is a diagram that 
shows an example of a data format of the preview key 
descriptor for the usage rule of Fig. 1 6. Fig. 1 9 is a dia- 
gram that shows an example of a data format of a right 
data descriptor for the usage rule shown in Fig. 16. As 
shown in Fig. 1 6, the usage rule provided from the serv- 
er 1 includes a header unit (not encrypted), an encrypted 
payload and an encrypted trailer unit. In the herder unit, 
a bibliography data (i.e. a data length, an encrypted 
type, and an expiration date) is described. In the payload 
unit, the content of the usage rule, that is, a data indi- 
cating quantitatively in a scope of right for the usage 
rule, is described. And in thetrailer unit, a hashing value, 
for detecting a tamper is described. 
[0043] As shown in Fig. 16, a content key of Fig. 17, 
a preview key of Fig. 1 8 and a right data of Fig. 1 9, which 
are described in a variable length form, are included in 
the usage rule in the payload unit. A content key for de- 
coding a content encryption is included in a base unit of 
the content key descriptor. The preview content can be 
the content that pre-created for preview, and the play- 
back content is for previewing a part of the content. In 
the basic unit of the right data descriptor, a descriptor 
number for specifying a type of the content utilization, a 
right permission for indicating a number of utilization 
permission of the specified type, and an access right for 
indicating a utilization type of the usage rule are de- 
scribed. There is a case that the above descriptors are 
included in one usage rule, such as a case that there 
are various types of utilization for one content. For ex- 
ample, when a music content case, there are various 
types of utilization such as a "playback" to playback mu- 
sic in the content user terminal A13, a "Move" to move 
the usage rule to a recording medium and a "Print" to 
print a lyric sheet enclosed in a music content. In such 
a case, the right data descriptor can be described in 
each utilization and be included in one usage rule. 
[0044] Whetherthe usage rule, indicated in the above 
"group shared (family-only)" mode, is sharable or not is 
described in the item of the access rightforthe right data 
descriptor. For example, when "0x00" is described in 
this access right item, only a contractor can use the us- 
age rule. When "0x01" is described, anybody within a 
group that members are family can use the usage rule. 
And when "OxFF" is described, anybody can use this 
usage rule without any restriction. 

(3) On the other hand, when there is a plurality of 
usage rules for a specific content, the content user 
terminal A is given atop priority to use the utilization 
request in the portable usage rule management de- 
vice A1 7 for which the content user is a contractor. 

(4) Further, when a utilizable usage rule is not 
stored in any portable content usage rule manage- 
ment devices which are devices that is existed in a 
communicable area (i.e. within an area the radio 
wave can be reached) for the content user terminal 



A1 3, the content user terminal A1 3 notifies the con- 
tent users that the requested content can not be uti- 
lized with only the usage rulefromthe utilization unit 
1 35 and, if necessary, sends a purchase request or 
5 a purchase record notice to the server 11 . 

[0045] When a content usage is diminished, the fol- 
lowing is an explanation of an example of a processing 
of backup and restore referring to Fig. 20. Fig. 20 is a 
sequence diagram for a communication among the con- 
tent user terminal A1 3, the portable content usage rule 
management device A1 7, B1 9 and the server 1 1 when 
requesting a backup/ restore for the usage rule. In addi- 
tion, although not shown in Figures, a portable content 
usage rule management device A1 01 7, explained in the 
second embodiment, is also explained. 

(1) A contractor of the portable content usage rule 
management device A17 sends a backup request 
to the user interface unit 1 79 in the portable content 
usage rule management device (S2001). 

(2) The portable content usage rule management 
device A1 7 sends the backup request to the server 
(S2003) via the content user terminal A13 (S2002). 
The portable content usage rule management de- 
vice A1 01 7 configured as Fig. 1 0 sends the backup 
request directly. 

(3) The server 11 receives a backup request of the 
portable content usage rule management device 
A1 7, and sends a backup response to the portable 
content usage rule management device A17 
(S2005) via the content user terminal A13 (S2004). 
The portable content usage rule management de- 
vice A1 01 7 sends the backup response to the port- 
able content usage rule management device A1 01 7 
directly. 

(4) The portable content usage rule management 
device A17 backups (S2007 in Fig. 20) the usage 
rule in the portable content usage rule management 
device A17 by sending and requesting the usage 
rule stored inside the portable usage rule manage- 
ment device A1 7 to the server 1 1 or the other port- 
able content usage rule management device B19 
via the content user terminal A13 (S2006). 

(5) When the portable content usage rule manage- 
ment device A1 7 receives (S2008, S2009) a usage 
rule confirmation which is for confirming a backed 
up usage rule content from the server 11 or the port- 
able content usage rule management device B19, 
notifies to a contractor of the portable content usage 
rule management device A17 that the backup is 
completed with a backup response (S2010). 

(6) When the usage rule in the portable content us- 
age rule management device A17 is utilized, the 
portable content usage rule management device 
A17 sends a utilization record to the server 11 
(S2012) via the content user terminal A13 (S2011). 
The portable content usage rule management de- 
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vice A1017 sends the utilization record, directly to 
the server 11 . 

(7) When the portable content usage rule manage- 
ment device A1 7 is broken down and the usage rule 
inside the portable content usage rule management 
device A17 is diminished, a fixed portable content 
usage rule management device A17 or new porta- 
ble content usage rule management device sends 
a utilization request for a backed up usage rule to 
the server or the portable content usage rule man- 
agement device B19 (S2013, S2014, S2015). 

(8) When the server 1 1 receives the restore request, 
it confirms the utilization record of the portable con- 
tent usage rule management device A1 7, and when 
the server 11 is to backup, deletes a backup data 
and provides the usage rule as a restore response 
to the portable content usage rule management de- 
vice A17. When the portable content usage rule 
management device B19 is the device for backup, 
it deletes own back up data and provides the 
backed up usage rule to the portable content usage 
rule management device A1 7 (S201 6, S201 7). 

(9) When the portable content usage rule manage- 
ment device A17 receives the usage rule from the 
server 11 or the portable content usage rule man- 
agement device A1 7, it notifies to a contractor of the 
portable content usage rule management device 
A1 7 that the restore is completed with a restore re- 
sponse (S2018). 

[0046] Fig. 21 is a diagram that shows an example of 
a data format for communication data between a content 
user terminal and a portable content usage rule man- 
agement device. As shown in the Figure, the communi- 
cation data between the content user terminal and the 
portable content usage rule management device in- 
cludes a not encrypted header unit, an encrypted pay- 
load unit and a trailer unit, same with the usage rule. In 
the header unit, an destination address to indicate a 
destination for communication data, a source address 
to indicate a sender, a telegraphic ID to indicate a types 
of communication for communication data, and a se- 
quence number to indicate a number when sending a 
communication data in a packet are described. The des- 
tination address and the source address may well be 
described with a terminal ID or a user ID. And of course, 
it may well be described with an address. In the payload 
unit, a content ID for specifying a content and data which 
is a details of the communication data for each tele- 
graphic message are described. A usage rule shown in 
Fig. 16, for example, is inserted into the data for each 
telegraphic message. In the trailer unit, a CRC for de- 
tecting a transmission error for the communication data 
or a tamper are described. 

[0047] As explained above referring to Fig. 3A and 
Fig. 3B, it is possible to utilize contents with one portable 
content usage rule management device A17 using the 
TV 130 and the TV 150 connected to a plurality of con- 



tent user terminals such as the user terminal A13 and 
the userterminal B1 4 by equipping a copyright manage- 
ment function to a portable content usage rule manage- 
ment device. In addition, the Fig. 3B case, it is possible 

5 for the user terminal A1 3 and the user terminal B1 5 not 
to equip a communication function except for the com- 
munication function to communicate with the portable 
content usage rule management device A17 by using 
the communication function of the portable content us- 

10 age rule management device A1 7, thus it is possible to 
cutout a function which conventionally equipped with a 
userterminal. 

[0048] In addition, with the exception of the above em- 
bodiment according to the present invention explained 

15 above, it is possible to do a processing of sending a pur- 
chase request or purchase record notice to the server 
1 1 or obtaining a content usage rule from the server 1 1 
using the transmission unit 171 in the portable content 
usage rule management device 1 7 by having the trans- 

20 mission unit 1 71 in the portable content usage rule man- 
agement device A1 7 without a transmission function to 
the server 11 but only with a receiving function of the 
transmission unit 131 in the content userterminal A13 
shown in Fig. 3B. 

25 [0049] This portable content usage rule management 
device includes also a portable phone device, a PHS 
terminal, a PDA, a wearable computer, an electronic da- 
tabook, a high functional watch, and a movable robot, 
etc. In addition, a portable device will work effectively 

30 for applying to this invention, however it is not neces- 
sarily to be the portable device. A desk top type such as 
a desktop computer will also worked well for this inven- 
tion. 

[0050] In addition, when the portable content usage 
35 rule management device A is configured with a portable 
device such as a portable phone device which has a 
time clock unit, it is easy to control a time (expiration 
date) management for a usage rule without adding a 
unit. Fig. 22 is a block diagram that shows a configura- 
te tion of a portable content usage rule management de- 
vice A2200 which has a time management unit 2201 . In 
the figure, the component element which already men- 
tioned above is put the same reference number thus, 
the explanation is omitted. In addition, the figure shows 
45 a diagram of a portable content usage rule management 
device A17 of Fig. 2 configured with the time manage- 
ment unit 2201 . A dashed lines in the figure indicates a 
configuration element when the portable content usage 
rule administration device A1 7 includes the time admin- 
50 istration unit 2201 . As the Fig. 22, when the portable 
phone device is the portable content usage rule man- 
agement unit 2200, the time management unit 2201 is 
included as a portable phone device original function in- 
side the unit. The time management unit 2201 judges 
55 an expiration date, which is attached to a usage rule and 
stored in the copyright data storage administration unit 
173, that whether the expiration date is reached or not 
by comparing with a current time. When the usage rule 
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expired is deleted or invalidated, above judgment, a de- 
letion and an invalidation processing are carried out pe- 
riodically or in specified time specified by a contractor. 
[0051] Also, when the content usage rule manage- 
ment device is realized with a portable phone device, 
an accounting processing forthe portable phone device 
and the content view are carried out in parallel. As a 
result, since two accounting processing are put togeth- 
er, it is more efficient than to manage each accountings 
separately. 

[0052] Furthermore, when a user manages a device 
which carries around such as a portable phone, some 
annoying things such as misplacing the portable phone 
or stolen the portable phone will happen, unfortunately. 
As a measure for that case, it is desirable to preset an 
instruction for the portable phone device via interface 
unit that a content usage rule is not managed with the 
portable phone device itself. 

[0053] In addition, the network 1 is not limited to be 
realized as the digital broadcast/GPS satellite network 
or a broadband network but as a home LAN or an in- 
tranet or a WAN. 

[0054] Also, a details and a size of each parameter, 
which are a configuration elements for the descriptor of 
Fig. 1 6, Fig. 1 7, Fig. 1 8, Fig. 1 9 and Fig. 21 , are just an 
example that there is no limitation for its details and the 
size forthe invention. 

[0055] In addition, there are other providing methods 
such as a method for providing a medium packaged with 
a content besides the method for providing the content 
via the network 1 . A content and a content usage rule 
are corresponded each other with an identifier called 
"content ID" for specifying a content, however they can 
be managed separately. In Fig. 2, the explanation is 
made as one server, but the device for providing the con- 
tent and the device for providing the content usage rule 
may well be a separate device. And the device can be 
set in either a neighborhood or a remote place on net- 
works. In addition, as for providing a content itself, the 
other providing method is assumed such as, providing 
the content by broadcasts on airwave or by multicasts 
on communication. However this is not the thrust of the 
invention, an explanation for a contents provider and 
contents providing method is omitted. 



Claims 

1 . A content usage rule management system compris- 
ing a userterminal that provides a content utilization 
for users and a content usage rule management de- 
vice that stores a content usage rule for permitting 
a content utilization with the userterminal and man- 
ages the content utilization, 

wherein the userterminal includes: 

a utilization unit having a playback device and 
a user interface for providing a desired content 



utilization to users; and 

an inquiry unit operable to inquire a content uti- 
lization availability of the utilization unit to the 
content usage rule management device via a 

5 wireless communication and obtain a content 

utilization permission data, which is a result of 
the inquiry, from the content usage rule man- 
agement device via a wireless communication, 
the utilization unit provides the content utiliza- 

10 tion based on the obtained content utilization 

permission data, and 

the content usage rule management device, 
which is a portable device includes: 

15 a copyright data storage management unit 

operable to store and manage the content 
usage rule; 

an inquiry result receiving unit operable to 
receive an inquiry result of a content utili- 
se zation availability from the userterminal via 
a wireless communication; 
a copyright data processing unit operable 
to judge an availability forthe content in the 
user terminal and create a content utiliza- 
25 tion permission data based on a judge re- 
sult; and 

a permission unit operable to send the cre- 
ated content utilization permission data to 
the userterminal via a wireless communi- 
st? cation. 

2. The content usage rule management system ac- 
cording to Claim 1 , 

wherein the userterminal includes a plurality 
35 of the utilization units that provides a content utili- 
zation to a plurality of users in parallel. 

the inquiry unit inquires the content utilization 
availability to a plurality of the content usage rule 
management devices and obtains a plurality of the 
40 content utilization permission data, and 

the each utilization unit provides the content 
utilization in parallel based on the plurality of the 
content utilization permission data received from 
the plurality of the content usage rule management 
45 devices. 

3. The content usage rule management system ac- 
cording to Claim 2 further comprising a server that 
receives a content purchase request and provides 

50 the content usage rule which makes the content uti- 
lization available to the request side, in response to 
the received purchase request, 

wherein the userterminal further includes: 

55 a transmission unit operable to send a content 

purchase request to the server and, as a re- 
sponse, receive a content usage rule for the re- 
quested content from the server; and 
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a usage rule sending unit operable to send the 
content usage rule to the content usage rule 
management device via a wireless communi- 
cation, 

the content usage rule management device in- 
cludes a usage rule receiving unit operable to 
receive a usage rulefrom the userterminal, and 
the copyright data storage management unit 
stores the received content usage rule. 

4. The content usage rule management system ac- 
cording to Claim 3, 

wherein the content usage rule management 
device further includes: 

a user interface unit operable to notify a con- 
tractor of the content usage rule management 
device that a content is available upon receipt 
of thecontent usage rulefrom the userterminal. 

5. The content usage rule management system ac- 
cording to Claim 4, 

wherein the content usage rule management 
device further includes a transmission unit that 
sends a content purchase request to the server, 
and, as a response, receives a content usage rule 
for the requested content from the server, and 

the user interface unit accepts an input for a 
content purchase from a contractor. 

6. The content usage rule management system ac- 
cording to Claim 4, 

wherein the user interface unit in the content 
usage rule management device, when the contrac- 
tor permits a content utilization to another content 
user, accepts a setup input of a priority for each us- 
ers for permitting the content utilization from the 
contractor, and 

the copyright data processing unit creates the 
content utilization permission data based on the pri- 
ority order. 

7. The content usage rule management system ac- 
cording to Claim 4, 

wherein the user interface unit in the content 
usage rule management device, when a content us- 
er and a contractor are different, accepts the input 
for giving a permission from the contractor to the 
user for a content utilization, and 

the copyright data processing unit judges 
based on the input for a permission from the user 
interface unit forthe first consideration, and creates 
a content utilization permission data, which indi- 
cates a content utilization availability, based on the 
judge result. 

8. The content usage rule management system ac- 
cording to Claim 4, 



wherein the user interface unit in the content 
usage rule management device accepts an input for 
setting a level for a user, who is designated by the 
contractor beforehand, regarding a content utiliza- 
5 tion permission for a user besides the contractor, 

and 

the copyright data processing unit creates the 
content utilization permission data based on the lev- 
el of the user. 

10 

9. The content usage rule management system ac- 
cording to Claim 4, 

wherein the user interface unit in the content 
usage rule management device accepts a setup in- 
15 put that the contractor's permission input is neces- 
sary from the user interface in response to the in- 
quiry result from a user who is designated by the 
contractor beforehand, and 

the copyright data processing unit creates the 
20 content utilization permission data based on the in- 
put for the permission from the user interface. 

10. The content usage rule management system ac- 
cording to Claim 3, 

25 wherein the user interface unit in the content 

usage rule management device accepts an input for 
a backup request, which is a request for the stored 
content usage rule to be recoded to the server, from 
the contractor, 

30 the transmission unit sends the backup re- 

quest, which includes the stored content usage rule, 
to the server, and 

the server further includes a backup data re- 
cording unit that receives the backup request and 
35 records the content usage rule for the backup re- 
quest. 

11. The content usage rule management system ac- 
cording to Claim 1 0, 

40 wherein the user interface unit in the content 

usage rule management device accepts an input for 
a restore request, which is a request for using the 
content usage rule for the backup request, from the 
contractor, 

45 the transmission unit sends the restore re- 

quest to the server and receive the content usage 
rule recorded in the server, as a response to the re- 
store request, from the server, and 

the server further includes a restore unit that 
50 receives the restore request and sends the content 
usage rule recorded in the backup data recording 
unit to the request side. 

12. The content usage rule management system ac- 
55 cording to Claim 1 , 

wherein the copyright data processing unit in 
the content usage rule management device further 
includes a time management unit that obtains a cur- 
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rent time, checks whether the content usage rule is 
expired or not, and creates a content utilization per- 
mission data, which indicates the content utilization 
is not permitted, as the judge result of the content 
usage rule to the inquiry resultforthe stored content 
usage rule expired. 

13. A user terminal that provides a content utilization to 
users based on a content utilization permission data 
for a content usage rule management device, which 
is a portable device equipped with a copyright man- 
agement function, comprising: 

a utilization unit having a playback device and 
a user interface for providing a desired content 
utilization to users; and 

an inquiry unit operable to inquire a content uti- 
lization availability of the utilization unit to the 
content usage rule management device via a 
wireless communication and obtain a content 
utilization permission data, which is a result of 
the inquiry, from the content usage rule man- 
agement device via a wireless communication, 
and 

the utilization unit provides the content utiliza- 
tion based on the obtained content utilization 
permission data. 

14. The user terminal according to Claim 13, 

wherein the user terminal includes a plurality 
of the utilization units that provides a content utili- 
zation to a plurality of users in parallel, 

the inquiry unit inquires the content utilization 
availability to a plurality of the content usage rule 
management devices and obtain a plurality of the 
content utilization permission data, and 

the each utilization unit provides the content 
utilization in parallel based on the plurality of the 
content utilization permission data received from 
the plurality of the content usage rule management 
devices. 

15. The user terminal according to Claim 14 further in- 
cluding: 

a transmission unit operable to send a content 
purchase request, and as a response, receive 
a requested content usage rule to and from a 
server, which receives a content purchase re- 
quest, and in response to the received content 
purchase request, provide the content usage 
rule which makes the content utilization availa- 
ble; and 

a usage rule sending unit operable to send the 
received content usage rule to the content us- 
age rule management device via a wireless 
communication. 



16. A content usage rule management device that 
stores a content usage rule and manages a content 
utilization in a user terminal, comprising: 

5 a copyright data storage management unit op- 

erable to store and manage the content usage 
rule which makes the content utilization availa- 
ble; 

an inquiry result receiving unit operable to re- 
10 ceive an inquiry result for a content utilization 

availability from the user terminal via a wireless 
communication; 

a copyright data processing unit operable to 
judge an availability for a content utilization in 

15 the user terminal based on the stored content 

usage rule in response to the received inquiry 
result and create a content utilization permis- 
sion data from the judge result; and 
a permission unit operable to send the created 

20 content utilization permission data to the user 

terminal via a wireless communication. 

17. The content usage rule management device ac- 
cording to Claiml 6 further includes a user interface 

25 unit that notifies to a contractor of the content usage 
rule management device that a content is available 
upon receipt of the content usage rule from the ter- 
minal device. 

30 18. The content usage rule management device ac- 
cording to Claim 1 7 further includes a transmission 
unit that sends a content purchase request to the 
server, and as a response, receives a requested 
content usage rule from the server, and 

35 the user interface unit accepts an input for a 

content purchase from a contractor. 

19. The content usage rule management device ac- 
cording to Claim 1 8, 

40 wherein the user interface unit in the content 

usage rule management device accepts an input for 
a backup request, which is a request for recording 
the stored content usage rule to the server, from the 
contractor, and 

45 the transmission unit sends the backup re- 

quest including a details of the stored content usage 
rule to the server. 

20. The content usage rule management device ac- 
50 cording to Claim 1 9, 

wherein the user interface unit in the content 
usage rule management device accepts an input for 
a restore request, which is a request for using the 
content usage rule for the backup request, from the 
55 contractor, and 

the transmission unit sends the restore re- 
quest to the server, and as a response, receive a 
details of the content usage rule recorded in the 
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server. 

21. The content usage rule management device ac- 
cording to Claim 17, 

wherein the user interface unit in the content 
usage rule management device, when the contrac- 
tor permits a content utilization to another content 
user, accepts a setup input of a priority for each us- 
ers for permitting the content utilization from the 
contractor, and 

the copyright data processing unit creates the 
content utilization permission data based on the pri- 
ority order. 

22. The content usage rule management device ac- 
cording to Claim 17, 

wherein the user interface unit in the content 
usage rule management device, when a content us- 
er and a contractor are different, accepts the input 
for giving a permission from the contractor to the 
user for a content utilization, and 

the copyright data processing unit judges 
based on the input for a permission from the user 
interface unit forthe first consideration, and creates 
a content utilization permission data, which indi- 
cates a content utilization availability, based on the 
judge result. 

23. The content usage rule management device ac- 
cording to Claim 17, 

wherein the user interface unit in the content 
usage rule management device accepts an inputfor 
setting a level for a user, who is designated by the 
contractor beforehand, regarding a content utiliza- 
tion permission for a user besides the contractor, 
and 

the copyright data processing unit creates the 
content utilization permission data based on the lev- 
el of the user. 

24. The content usage rule management device ac- 
cording to Claim 17, 

wherein the user interface unit in the content 
usage rule management device accepts a setup in- 
put that the contractor's permission input is neces- 
sary from the user interface in response to the in- 
quiry result from a user who is designated by the 
contractor beforehand, and 

the copyright data processing unit creates the 
content utilization permission data based on the in- 
put for the permission from the user interface. 

25. The content usage rule management device ac- 
cording to Claim 16, 

wherein the copyright data processing unit in 
the content usage rule management device further 
includes atime management unit that obtains a cur- 
rent time, checks whether the content usage rule is 



expired or not, and creates a content utilization per- 
mission data, which indicates the content utilization 
is not permitted, as the judge result of the content 
usage ruletothe inquiry result forthestored content 
5 usage rule expired. 

26. A server that provides a content usage rule which 
makes a content utilization available, comprising: 

10 a backup request receiving unit operable to re- 

ceive a backup request which is a request to 
record the details of the content usage rule 
stored in a content usage rule management de- 
vice to the server, including the stored details 
15 of the content usage rule; and 

a backup data recording unit operable to record 
a details of the content usage rule for the back- 
up request. 

20 27. The server according to Claim 26 further compris- 
ing: 

a restore request receiving unit operable to re- 
ceive a restore requestfor using the content us- 
25 age rule for the backup request; and 

a restore unit operable to send details of the 
content usage rule recorded in the backup data 
recording unit to a request side based on the 
received restore request. 

30 

28. A content usage rule management method for a 
system comprising a userterminal to provide a con- 
tent utilization for users and a content usage rule 
management device to store a content usage rule 
35 for permitting a content utilization in the user termi- 
nal and manage the content utilization, 

the content usage rule management method 
including in the userterminal: 

40 a utilization step of providing a desired content 

utilization to users; and 

an inquiry step of inquiring the content utiliza- 
tion availability in the utilization step via a wire- 
less communication and obtaining a content 
45 utilization permission data, which is a result of 

the inquiry, from the content usage rule man- 
agement device via a wireless communication, 

wherein in the utilization step, the content uti- 
50 lization is provided based on the obtained content 
utilization permission data, and 

the content usage rule management method 
includes in the content usage rule management de- 
vice which is a portable device: 

55 

a copyright data storage management step of 
storing and managing the content utilization in 
the content usage rule management device 
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which is a portable device; 
an inquiry result receiving step of receiving a 
content utilization availability with the user ter- 
minal via a wireless communication; 
a copyright data processing step of judging a 
content utilization availability in the user termi- 
nal based on the stored content usage rule in 
response to the received inquiry result and cre- 
ating a content utilization permission data from 
a judge result; and 

a permission step of sending the created con- 
tent utilization permission data to the user ter- 
minal via a wireless communication. 

29. The content usage rule management method ac- 
cording to Claim 28 further comprising a plurality of 
the utilization steps of providing a content utilization 
to a plurality of users in parallel in the userterminal, 

wherein in the inquiry step, the content utili- 
zation availability is inquired to a plurality of the con- 
tent usage rule management devices and a plurality 
of the content utilization permission data are ob- 
tained, and 

in the each utilization step, the content utiliza- 
tion is provided in parallel based on the plurality of 
the content utilization permission data received 
from the plurality of the content usage rule manage- 
ment devices. 

30. The content usage rule management method ac- 
cording to Claim 29, 

wherein the system further includes a server 
that receives a content purchase request and pro- 
vides the content usage rule, which makes the con- 
tent utilization available, to a request side in re- 
sponse to the received purchased request, 

the content usage rule management method 
further includes in the userterminal: 

a transmission step of sending a content pur- 
chase request to the server, and as a response, 
receiving a requested content usage rule from 
the server; and 

a usage rule send step of sending the received 
content usage rule to the content usage rule 
management device via a wireless communi- 
cation, 

the content usage rule management method in- 
cludes, in the content usage rule management 
device, a usage rule receiving step of receiving 
the content usage rule from the user terminal 
in the content usage rule management device, 
and 

in the copyright data storage management 
step, the received content usage rule is stored. 

31. The content usage rule management method ac- 
cording to Claim 30 further comprising, in the con- 



tent usage rule management device, a user inter- 
face step of notifying a contractor of the content us- 
age rule management device that a content utiliza- 
tion is available upon receipt of the content usage 
5 rule form the user terminal. 

32. The content usage rule management method ac- 
cording to Claim 30 further comprising, in the con- 
tent usage rule management device, atransmission 

10 step of sending a content purchase request to the 
server, and as a response, receiving a requested 
content utilization from the server, 

wherein in the user interface step, an input for 
a content purchase from a contractor is accepted. 

15 

33. The content usage rule management method ac- 
cording to Claim 32, 

wherein in the user interface step in the con- 
tent usage rule management device, when the con- 
20 tractor permits a content utilization to another user, 
an setup input of a priority for each users for per- 
mitting the content utilization is accepted from the 
contractor, and 

in the copyright data processing step, the con- 
25 tent utilization permission data is created based on 
the priority order. 

34. The content usage rule management method ac- 
cording to Claim 30, 

30 wherein in the user interface step in the con- 

tent usage rule management device, when a con- 
tent user and a contractor are different, the input for 
giving a permission from the contractor to the user 
for a content utilization is accepted, and 
35 in the copyright data processing step, the in- 

put for permission from the user interface unit is 
judged for the first consideration and a content uti- 
lization permission data, which indicates a content 
utilization availability, is created based on the judge 
40 result. 

35. The content usage rule management method ac- 
cording to Claim 30, 

wherein in the user interface step in the usage 
45 rule management device, an input for setting a level 
for a user, who is designated by the contractor be- 
forehand, is accepted regarding for a content utili- 
zation permission from a user besides the contrac- 
tor, and 

50 in the copyright data processing step, the con- 

tent utilization permission data is created based on 
the level of the user. 

36. The content usage rule management method ac- 
55 cording to Claim 30, 

wherein in the user interface step in the usage 
rule management device, a setup input that the con- 
tractor's permission input is necessary from the us- 
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er interface is accepted in response to the inquiry 
result from a user who is designated by the contrac- 
tor beforehand, and 

in the copyright data processing step, the con- 
tent utilization permission data is created based on 5 
an input for a permission using the interface. 

37. The content usage rule management method ac- 
cording Claim 28, 

wherein in copyright data processing step in 10 
the content usage rule management device, a cur- 
rent time is obtained, whether the content usage 
rule is expired or not is checked, and a content uti- 
lization permission data, which indicates the con- 
tent utilization is not permitted, is created as the 15 
judge result of the content usage rule to the inquiry 
result for the stored content usage rule after the 
content usage rule expired. 

38. The content usage rule management method ac- 20 
cording to Claim 28, 

wherein in the user interface step in the con- 
tent usage rule management device, an input for a 
backup request, which is a request for the stored 
content usage rule to be recorded to the server, is 25 
accepted from the contractor, 

in the transmission step, a backup request, 
which includes the stored content usage rule, is 
sent to the server, and 

the content usage rule management method 30 
further includes in the server a backup data record- 
ing step of receiving the backup request and record- 
ing a details of the content usage rule for the backup 
request. 

35 

39. The content usage rule management method ac- 
cording to Claim 38, 

wherein in the user interface step in the con- 
tent usage rule management device an input for a 
restore request, which is a request for using the 40 
content usage rule for the backup request, is ac- 
cepted from the contractor, 

in the transmission step, the restore request 
is sent to the server and the content usage rule re- 
corded in the server is received as a response to 45 
the restore request, from the server, and 

the content usage rule management method 
further includes in the server a restore step of re- 
ceiving the restore request and sending a details of 
the content usage rule recorded in the backup data 50 
recording step to a request side. 

40. A program for a user terminal in a content usage 
rule management system comprising a user termi- 
nal to provide a content utilization to users and a 55 
content usage rule management device to store a 
content usage rule for a content utilization which 
has a permission and manages the content utiliza- 



tion, 

the program causing a computer to function 

as: 

a utilization unit having a reproduction device 
and a user interface for providing a desired con- 
tent utilization to users; 
an inquiry unit operable to inquire the content 
utilization availability for the utilization unit in 
the content usage rule management device via 
a wireless communication and obtain the con- 
tent utilization permission data, which is a result 
of the inquiry, from the content usage rule man- 
agement device via a wireless communication; 
and 

a utilization management unit operable to man- 
age the content utilization by the utilization unit 
based on the obtained content utilization per- 
mission data. 

41. A program for a user terminal in a content usage 
rule management system comprising a user termi- 
nal to provide a content utilization to users and a 
content usage rule management device to store a 
content usage rule for a content utilization which 
has a permission and manages the content utiliza- 
tion, 

wherein the content usage rule management 
device is a portable device, 

the program causes a computer to function 

as: 

a copyright data storage management unit op- 
erable to store and manage the content usage 
rule; 

an inquiry result receiving unit operable to re- 
ceive the content utilization availability from the 
user terminal via a wireless communication; 
a copyright data processing unit operable to 
judge the content utilization availability in the 
user terminal and create a content utilization 
permission data from the judge result; and 

a permission unit operable to send the created con- 
tent utilization permission data to the user terminal 
via a wireless communication. 
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description 


Telegraphic message between content user terminal and portable 
terminal for extended/improvement model for time ahead (0-255). 


All over length for encryption unit. i 
Recognition for encryption /decode object size (variable length). 


Destination ID or destination address. Default is broadcast. j 


Own ID or own address. j 


Utilization request, utilization permission data notice, usage rule 
distribution, backup request/response, restore request/response, 
usage rule confirmation notice, utilization record notice, etc. 


Numbers in order. Transmittabie for telegraphic message separately. | 


Encryption type for telegraphic message encryption unit(unencrypted 
=0, encrypted 1-255). Judgment for encryption type (encryption after 
checksum calculation, checksum confirmation after decoding ) 


A unique identifier for specifying a usage rule. j 


Usage rule, utilization permission data, backup destination address, 
restore destination address, error code, utilization record, etc. 


CRC, etc. Error detection/correction. 
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availability to the portable content usage rule 
management device A17 via a wireless communication 
and obtains a content utilization permission data 
which is a inquiry result via a wireless 
communication . The above-mentioned utilization 
unit 135 provides the content utilization based on 
the obtained content utilization permission data. 
The portable content usage rule management device 
A17 includes a copyright data storage management 
unit 173 that stores and manages the content usage 
rule, an interface unit 177 that receives the 
inquiry result of the content utilization 
availability from the content user terminal A13 
via a wireless communication, and a copyright data 
processing unit 175 that responds to the received 
inquiry result, judges the content utilization 
availability based on the stored content usage 
rule and creates a content utilization permission 
data based on the judge result. The above- 
mentioned interface unit 177 sends the created 
content utilization permission data to the content 
user terminal A13 via a wireless communication. ? 
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